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Abstract

We propose a new algorithm of secrecy analysis in a
framework integrating declarative programming and con-
currency. The analysis of a program ensures that informa-
tion can only flow from less sensitive levels towards more
sensitive ones. Our algorithm uses a terminating abstract
operational semantics which reduces the problem of secrecy
to constraint solving within finite lattices. It departs in that
from the previous works essentially based on type systems.
Furthermore, our proposal is general and tackles a very
large class of programs which includes strictly those con-
sidered by Boudol and Castellani or Smith and Volpano.

1. Introduction

1.1. Secrecy in Computer Science

The need for secrecy increases as more and more (sen-
sitive) private data (credit cards numbers, personal medi-
cal files ...) migrates through the Internet. One needs to
ensure that sensitive data remains in some restricted, con-
trolled area. One way to define secrecy from a theoretical
point of view is to assign privacy levels to data used by a
program, high levels denoting highly (sensitive) private data
while low levels representing public ones. The aim of se-
crecy analysis is to show how high and low level data inter-
act with each other. Secrecy is achieved when information
may only flow from low levels to higher ones. A program
is told safe if its execution does not harm secrecy. In other
words, public data may influence private data whereas the
converse is forbidden, i.e. any modification of private data
should not be observable at the public level.

This type of approach to secrecy has been first studied
in the context of imperative programming in [17]. The ex-
tension to concurrent programming is not straightforward
as [16] shows. Indeed control-flow may be turned into

information-flow. The idea is that the following program:

while (PIN <> 0) skip; end while;
spy := 0;

verifies secrecy because at the end of every execution, the
value of variable spy is the same, and thus is not apparently
influenced by the value of variable PIN. Nevertheless, it is
shown in [16, 3] that a smart combination of many of such
processes allows to gather information about the value of
PIN. To avoid such cases, it is forbidden in [16] to guard
while loops with tests on high level data. This condition
is a bit drastic, and has been relaxed by the introduction
of a subtler type system in [3]. The idea is that if a guard
has a high level of privacy then all following assignments
must be performed at a higher or equal level. Therefore
the maximal levels of loop guards have to be taken into ac-
count for sequential compositions. To implement this idea
Boudol and Castellani define in [3] program types as cou-
ples where the first component is the upper bound of pri-
vacy level of guards, while the second component records
the lower bound of privacy level of assigned variables.

1.2. Paper Aims

Secrecy has been well investigated in many program-
ming paradigms: imperative programming [17], functional
programming or more precisely lambda-calculi e.g. [2, 15,
10], concurrent programming [1, 11, 12]. Nevertheless the
line of approach of these works is rather theoretical: very
basic computation models are considered, e.g. �-calculus,
�-calculus and other basic languages. In this paper we
consider a programming system closer to reality [6]. It is
a combination of declarative programming (term normal-
ization, constraint solving) and concurrency (parallel pro-
cesses, message passing, etc.). Moreover this framework
strictly generalizes those considered in [3] and [16]: e.g., it
is possible to dynamically create parallel processes or even
to consider terms of the form �� � ��� �, which are nei-
ther possible in [3] nor in [16].
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Figure 1. execution model

1.3. Paper Overview

In section 2 we briefly present the framework we con-
sider for concurrent declarative programming and its oper-
ational semantics. For a description of the complete frame-
work see [6]. We give a precise definition of what we intend
by “safety” in section 3. Roughly speaking, we consider a
program to be safe if information cannot flow from any pri-
vacy level towards a lower privacy level. In other words,
we consider safety from a non-interference point of view:
a program is safe if there are no interferences from higher
levels towards lesser ones. Then we give an abstract op-
erational semantics in section 4. This abstract operational
semantics always terminates. It enables to compute a set of
constraints. We give a short example to illustrate our anal-
ysis in section 5. We show that if the constraints computed
by the analysis can be satisfied the program is safe. In sec-
tion 6 we give the proof of this claim. Concluding remarks
are given in section 7.

2. A Framework for Concurrent Declarative
Programming

The computational model used in this paper is a simpli-
fied version of the one proposed in [6, 7]; we refer to these
papers for a more detailed presentation of the model and its
implementation. Here we limit ourselves to a single com-
ponent with a fixed set of actions.

Roughly speaking, a program or a component in our
framework will consist of two parts � � ������. �� is
a set of process definitions and � is a theory presented by a
set of formulæ (here, we consider Term Rewriting Systems,
TRS for short) which defines a declarative program, called
a store in the sequel. We assume some familiarity of the
reader with TRS (see e.g. [5]).

The execution model of a component can be schema-
tised as in Fig. 1. Processes (	�) communicate by modifying
the common store � , i.e., by altering, in a non-monotonic
way, the current theory described by the store, for example
by simply redefining constants (e.g., adding a message in
a queue) or by adding or deleting formulæ in � . Hence,
the execution of processes will cause the transformation of
the store � . Every change of the store is the result of the
execution of an action.

We now precisely define the different parts of this com-
putational model. The first step is to formalize the notion of
store, where constants and functions are defined.

Definition 1 (store) A store is a many sorted conditional
TRS � � �����, composed of a signature � and a set
of rules (also called phrases or formulæ) �. A signature
� � �
��� is a pair of a set of sorts 
 and a (
-indexed)
family of operator or function symbols, such that� contains
at least the sort �����with its constructor ����.We note the
(
-indexed) family of sets of terms for a signature � and
variables � as � ��� ��. Rules (elements of �) are of the
form 
��� ��� � ���� which has to be read: “
�� rewrites
to ��� if ���� holds”.

Furthermore, the following operations are defined:

� a predicate ������� ��, which holds if the term � of sort
�����, i.e., � � ��������� ��, can be reduced to ����

using the rules (or formulæ) of the store � � �����,
and

� a function ���	��� ��, which returns the normal form
of a term � � � ��� �� with respect to the rules of
� � �����.

In practice a store � can be seen as a sequence of rules.
We write � � �
 � � � �� the store equivalent to store �
where all rules of the form 
 � � � � �� have been erased
and rule 
 � � � � has been added, and conversely we write
� 	 �
 � � � �� the store � where rule 
 � � � � has been
erased. We write � 
 �
 � � � �� the store equivalent to
store � with the concatenation of rule 
 � � � �.

Let � be a term of � ��� ��, � a rewrite rule in � and �
a position in �, then a rewrite step at position � using rule �
is written � � � ���� ��.

We now define actions which allow to modify stores. We
distinguish two kinds of actions: elementary actions like the
assignment, the addition or removal of store information,
and guarded actions that are executed only if their guard
evaluates to ����.

Definition 2 (actions) An action � is a pair consisting of a
guard � and a sequence of elementary actions � �, written:
�� � ��� � � � � ��	. A guard is a term of sort ����� whose
validity in the store is decidable (i.e., normalization to ����

is decidable). The elementary actions � we consider in this
paper are assignment �
��, addition of a rule to the store
������, removal of a rule from the store ����� and �	
��� the
action that does nothing.

The operational semantics of the considered elementary ac-
tions is defined later on by the rules named (�� ��), (�� ����),
(�����) and (�� �����).

We now define the notion of processes. Basic processes
are 	�

�		 (the process which terminates successfully),
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guarded actions �, or process calls ����� � � � � ���. As usual
in process algebra (see, e.g., [9]), we provide some opera-
tors for combining processes: parallel (�) and sequential (�)
composition, and nondeterministic choice (�). More for-
mally we have the following definition.

Definition 3 (processes) A process term 	 is a well-typed
expression defined by the following grammar:

	 

� 	�

�		 � �� � �	 � ����� � � � � ��� � 	� 	 � 	 � 	 � 	� 	

A process � is defined by a sentence of the form

����� � � � � ����
��
���

�� � 	�

where (for each �) �� is an action and 	� is a process term.
For a readable presentation, we omit here some formal tech-
nical conditions on the use of variables.

Definition 4 (system, programs) A system 
 is a tuple
������, where � is a store and �� a set of process def-
initions. A program � of system 
 is a closed process
����� � � � � ��� where ����� � � � � ��� is in ��.

We now define the operational semantics of this execu-
tion model by a transition system. We start by the definition
of a transition relation for (possibly empty) sequences of
elementary actions. Elementary actions modify the store.

��� � 
� �� �� �� �� � �� � ��� �� (�� ��)

��� �����
 � � � ��� �� �� �� 
 �
 � � � ��� �� (������)

��� ����
 � � � ��� �� �� �� 	 �
 � � � ��� �� (�����)

��� 	
��� �� �� ��� �� (�������)

In the following, if � is a transition relation, we note ��

a transition step using rule �. For instance, for �� we have
��� 	
��� ����(�������)��� ��.

Before defining the operational semantics of process
terms, we introduce first a notion of equivalence between
process terms. This equivalence relation, ��, is standard:
operators � and � are commutative and 	�

�		 may van-
ish.

	�

�		� 	 �� 	 (
� �	

����)

	�

�		 � 	 �� 	 (
� �	

����)

	� �� 	� �� 	� �� 	� �� � ����� (
��� �	�)

We are now ready to define the transition relation ��
describing process executions. Transitions are of the form
��� 	� �� �� �� 	�� where 	 is any process term. Notice
that actions (that is guarded sequences of elementary ac-
tions see definition 2) are executed in an atomic way (see
rule (������ )).

	� �� 	� ��� 	�� �� �� �� 	�� 	� �� 	�
��� 	�� �� �� �� 	��

(���)

������ � � � � ���� ��

���
 � 	
� � ��

��� ���

���
 � 	
�������	� �� �� �� 	��

��� ����� � � � � ���� �� �� �� 	��
(���� )

��� ��� � � � � ��� 	
��� ��
� �� �� 	
��� ���� ��� �� � ����

��� �� � ��� � � � � ��	� �� �� �� 	�

�		�
(������ )

��� 	�� �� �� �� 	���

��� 	�� 	�� �� �� �� 	��� 	��
(��)

��� 	�� �� �� �� 	���

��� 	� � 	�� �� �� �� 	�� � 	��
(��)

��� 	�� �� �� �� 	���

��� 	� � 	�� �� �� �� 	���
(��)

3. Formalization of Safety

In this section we precisely define what we intend by
safety in our setting. We assign to each symbol in store �
a privacy level indicating its status. The higher the privacy
level of a value, the more private is the status of this value.

We start with the definition of privacy levels. The idea is
to assign to every symbol of the signature, i.e., all elements
of �, an element of a lattice �. We note� the order defined
on � and we make no difference between the lattice and
the set of its elements, i.e., � denotes in the same time the
lattice and its carrier. If ��� �� are two elements of � and
�� � ��, we say that �� is more private than ��. We write
� for the join operation (least upper bound) and � for the
meet operation (greatest lower bound). The upper bound of
� is � and its lower bound�.

Definition 5 (privacy map) Let � be a store. We call any
map  from symbols of � towards � a privacy map.

We extend naturally any privacy map  to all terms in
� ��� ��. The privacy level of a term is recursively defined
as the least upper bound of privacy level of its subterms:

 ������ � � � � ���� �
���

���  ����
�
�  ���

 ��� � �

where � � � is a variable.

In the following we suppose that we have a privacy map
 . When we talk of the privacy of a term � we intend  ���.
We also have the notion of privacy level for rewrite rules:

 � � � � is written  �
 � � � �� and is equal to  �
�. Finally
we extend this notion of privacy level to actions. For an
action we use the greatest lower bound, i.e. we extend  
with the following equations:

 ��� � ��� � � � � ��	� � �����  ����

 ������
 � � � ��� �  �����
 � � � ��� �  �
�

 �	
��� � �
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We also define a notion of safe rewrite rules. Informally
a rewrite rule is safe whenever no information may flow
from a higher level towards a lower one. Suppose that �!"
is a constant denoting an information of the highest level:
 ��!"� � �, whereas 
�# is a constant of the lowest
level,  �
�# � � � then rewrite rules such as 
�# �
�!" , or 
�# � $ � �!" � $� are not safe since a high
level information is transmitted to a lower level one.

Definition 6 (safe rewrite rules) A rewrite rule 
 � � � �
is safe whenever the following condition holds:

�
 ��� �  �
�

�
�
�
 ��� �  �
�

�

In other words, rewrite rules are safe when the result of a
rewrite step gives an information of a lesser or equal privacy
than what it depends upon. It is in line with our informal
presentation of safety, where we stated that information may
only flow from low levels towards high levels.

We naturally extend this notion of safe rewrite rules to
safe stores. A store � � ����� is safe, if all rewrite rules

 � � � � � � are safe.

In order to define what we intend by safe processes, we
have first to define a notion of equivalence between stores
up to a given privacy level.

Definition 7 (store equivalence) Let ��� �� be two stores,
and � � �. We say that �� and �� are �-equivalent up to
the privacy map  and write ��

���
� �� iff:

1. ��� � 
� � �� � �� � ��, and  ���� � � then up
to variable renaming, ��� � 
� � �� � �� � ��, and
�� � ��.

2. ��� � 
� � �� � �� � ��, and  ���� � � then up
to variable renaming, ��� � 
� � �� � �� � ��, and
�� � ��.

In the following we write � -equivalent stores instead of �-
equivalent up to the privacy map  .

Informally, two stores are � -equivalent if they agree on
all information the privacy level of which is less than �.
An important property of safe � -equivalent stores, is that
the evaluation of a term is independant from the rules of a
higher privacy than �.

Lemma 1 Let � be a privacy level,  be a privacy map,
�� � ������� �� � ������ be two safe stores such that
�� ��

�
� �� and � be a term of � ����� such that  ��� � �.

If there is a reduction step � � � ����� �� with � a position
and �� � �� then there exists ��� such that � � � ����� ���

with �� � ��, �� is equal to ��� up to renaming and  ���� �
 ����� � �.

Proof: The safety of the stores �� and �� implies the safety
of their rewrite rules. The privacy level of a rewrite rule

 � � � � is  �
 � � � �� �  �
�. Now since the privacy
level of a term is the least upper bound of the privacy levels
of its subterms, if rule �� can be used at position �, then the
subterm at this position has a privacy level lower than �, and
the level of �� is also lower than � (indeed the privacy levels
of variables that could occur in 
 are �). Hence the privacy
levels of all rules (notice that due to conditions in the rewrite
rules, more than one rule can be used in a reduction step)
used in the reduction step � � � ����� �� are lower or equal
to �. By definition of ���

� we have thus for each of these
rules (� ��) the existence of a rule (� ��) which is equal
up to renaming. Thus the reduction steps are with respect
to the same stores (modulo renaming of the variables in the
rewrite rules). �

We now define a notion of bisimulation of processes in
our framework. Bisimulation is defined up to a privacy level
�. Informally two processes 	�� 	� are bisimilar up to a pri-
vacy level � and a privacy map  (� -bisimilar) when exe-
cuted on � -equivalent stores, they remain � -bisimilar. In
other words, either one can execute 	� and then for each
execution there is an execution of 	� such that stores mod-
ified by these executions remain � -equivalent, or 	� can’t
be executed. In this case, we ensure that every execution of
	� only affects parts of the store with a higher privacy than
�. Hence this bisimulation formalizes the idea that informa-
tion may flow from low privacy levels to high privacy levels
but not vice-versa. More formally:

Definition 8 (� -bisimulation) Let 	�� 	� be two ��-pro-
cess terms, � � �, and ��� �� two stores, and  a privacy
map such that ��

���
� ��. A relation��

� is a � -bisimulation
if it is symmetric and if ���� 	����

����� 	�� implies:

� Either 	� reduces, and for all 	�� such that ���� 	�� ��
�� �

�� 	
�
��, then there exists 	�� such that ���� 	�� ��

�� �
�� 	

�
��, and � �

�
���
� � �

� and �� �
�� 	

�
���

�
���

�
�� 	

�
��.

� Or 	� does not reduce. Then we have for all 	��
such that ���� 	�� �� �� �

�� 	
�
�� that ��

���
� � �

� and
���� 	���

�
���

�
�� 	

�
��.

In the following we write ��
� the largest � -bisimulation

and we say for short that two process terms are bisimilar up
to � (or simply bisimilar if � and  can be inferred from
the context) if they are ��

�-bisimilar.
We now state a lemma expressing the fact that if a pro-

cess is not � -bisimilar to itself starting with � -equivalent
stores, it means that there is a point (reachable in a finite
number of transition steps) where either the resulting stores
are no longer � -equivalent or that an action can be done
under one store but not under the other one. Intuitively it
means that a process is not � -bisimilar to itself if it mod-
ifies the store on a lower privacy level than � in a different
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way starting from two � -equivalent stores. Thus it means
that an action depending on values of a higher privacy than
� has been executed (since because of lemma 1 we know
that values with a lower privacy than � must be the same on
two � -equivalent stores) and modifies the store under the
privacy �. It is exactly what happens for 
�# 
� �!"
(with 
�# a public variable and �!" a private one). This
case describes a top down information flow: values with a
low privacy level are computed from values of higher pri-
vacy. The second case of the lemma reflects a more sub-
tle behavior: it occurs when an action can be executed
using one store and cannot be executed using another � -
equivalent store. This situation occurs when the guard of an
action is of a higher level than � (otherwise one would reach
the same evaluation of the guard see lemma 1) and evalu-
ates differently on two � -equivalent stores. There is no in-
cidence as long as subsequent store modifications concern
higher levels than �. Indeed, in this case both stores remain
� -equivalent. However if a modification is executed below
the level � then the stores are no longer � -equivalent.

Lemma 2 Let  be a privacy map, � a privacy level, 		 a
process term and � �

	 � �
�
	 two stores. �� �

	 � 		� ��
�
� ��

�
	 � 		�

implies that there exist an integer " , and two derivations:

�� 	
	 � 		� �� �� 	

� � 	�� �� � � � �� �� 	

 � 	
 �

�� �
	 � 		� �� �� �

� � 	�� �� � � � �� �� �

 � 	
 �

such that for all % & " , � 	


���
� � �


 and

� � 	

 ����

� � �

 ,

� or there exist �
, 	
 such that (for % � �
� ��)

�� 


 � 	
 �

�
�� �� 



��� 	
��� ��
� ��
� 	
�

but �� ��


 � 	
 � �

�
�� and � ��



 ����
� �
.

Proof: Intuitively, lemma 2 is simply the negation of def-
inition 8. We prove lemma 2 by considering the different
cases with respect to the length of the transition sequences.

Without loss of generality, consider, in the situation of
lemma 2, a maximal transition sequence �	 starting with
� 	
	 and 		, i.e., a sequence of transitions that can not be

extended. We distinguish between the case of a finite and
an infinite transition sequence.

1. The maximal transition sequence �	 is finite, i.e., we
have � � 
 such that

�� 	
	 � 		�

���� �� 	
� � 	��

���� � � �
���� �� 	

� � 	�� �
�
��

We prove the lemma by induction on the length � of
the transition sequence �	.

Base Case. In the case that � � 
, if we have
� 	
	 �
���
� � �

	 the lemma is obviously true (for " � 
).

Otherwise, by definition of��
�, there exist � �, 	� such

that �� �
	 � 		� ��

� �� �� 	�� with � 	
	 �
���
� � �. Thus the

lemma holds for " � 
.

Induction Step. Suppose now, that lemma 2 holds for
maximal transition sequences for �� 	

	 � 		� of length
shorter than �. Consider a maximal transition se-
quence of length �. If � 	

	 ����
� � �

	 , the lemma is ob-
viously true (for " � 
). Otherwise we distinguish
two further cases:

� �� �
	 � 		� �

����. Assume that � �
	
���
� � 	

� for all
� � ��� � � � � ��. Thus we have by definition 8
that �� 	

	 � 		� �
�
� ��

�
	 � 		� which is in contradic-

tion to our assumption. Thus there exists �	 such
that �� 	

	 � 		�
���� �� 	

� � 		� ��
� �� 	

��
� 		��� but

�� �
	 � 		� �

���� and � 	
��
����
� � �

	 , i.e., we are in the
second situation of lemma 2 for " � 
.

� There exists 	�	 such that1 �� �
	 � 		�

���� �� �
� � 	

�
	�.

In this case, we have also the following transi-
tion2 �� �

	 � 		�
���� �� �

� � 	��. Hence we have
�� 	

� � 	�� ��
�
� ��

�
� � 	�� and can apply the hypoth-

esis of the induction, since the considered max-
imal transition sequence for �� 	

� � 	�� has length
�� �.

2. The maximal transition sequence �	 is infinite, i.e., we
have

�� 	
	 � 		�

���� �� 	
� � 	��

���� � � �
���� �� 	

� � 	��
����

�� � � �

Consider the maximal transition sequence �� for � �
	

and 		 which corresponds to an execution of (a pre-
fix of) the action sequence ������	. If �� is finite, the
proof is symmetric to case 1. Thus we suppose we
have an infinite transition sequence3

�� �
	 � 		�

���� �� �
� � 	��

���� � � �
���� �� �

� � 	��
����

�� � � �

Notice that we cannot have � 	
�
���
� � �

� for all � � 

since this implies that �� 	

	 � 		� �
�
� �� �

	 � 		�, in con-
trary to our assumption. Thus, we choose " as the
least index such that � 	

� �
���
� � �

� .
�

Now we can define the notion of safe process. A pro-
cess is safe if it is bisimilar to itself for every privacy level.
In other words it means that a process is safe if all actions
performed at a level � only depend on information having a
privacy lower than �.

1The transition yields the store ��

�
since the execution of actions is

deterministic.
2Since the store and the process term are the same, we just have to use

the same inference rules to infer this transition.
3We have the same process terms in the transition sequences �� and ��

by a similar reasoning as above (see footnote 2).
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Definition 9 (safe program) We call a program � of sys-
tem ������ safe relatively to a privacy map  , iff for all �,
for all ��� �� such that ��

���
� �� ��

�
� � then ���� �� �

�
�

���� ��.

4. Abstraction and Constraint Generation

We develop an abstract operational semantics aiming at
the generation of a constraint set. Constraints are inequa-
tions on privacy levels. This constraint set represents the
constraints to be satisfied in order to have a safe program
(safe in the sense of definition 9). If the constraint set can-
not be satisfied, then it means that the analyzed program
may not be safe.

We design an abstract operational semantics that always
terminates. It plays the same role as the type systems of
[16, 2, 3]. In these papers, type inference is used to analyze
non-interference properties of programs, either for imper-
ative, functional or concurrent programs. Types inferred
in such analyses are not similar to “standard types”, say
���� ���, they are rather like ����� � ���

�� . That is to
say, normal types are used as backbone where to put privacy
annotations. This whole idea of using “standard types” as
skeleton for the analysis has been studied in [15]. We follow
this strategy. We use the skeleton of an execution in order to
collect information. In this abstract operational semantics,
we only record the names of symbols used while the store
is reduced to a set of inequations.

We first start by the definition of an abstract operational
semantics, and then show how one can analyze safety prop-
erties of a program using this abstract operational seman-
tics.

4.1. Abstract Operational Semantics

We consider given a system 
 � ������. We define,
relatively to this system, an abstract store � �, and a new
operational semantics operating on this abstract store. Infor-
mally, an abstract store is a set of inequations over privacy
levels. For each symbol of the signature of � , we introduce
a constant denoting its privacy level. The abstract seman-
tics collects inequations through abstract executions. The
abstract semantics is defined in such a way that the number
of possible abstract executions is finite. The idea is to pro-
duce the whole set of inequations relatively to a program. If
a privacy map  defined on 
 is such that the whole set of in-
equations holds, then we claim that the analyzed program is
safe relatively to  . This is a kind of abstract interpretation
(see e.g. [4, 14, 13]).

Abstract stores are sets of privacy inequations. We start by
giving a precise definition of privacy inequations and then
define abstract stores.

Definition 10 (privacy inequations and formulæ) We de-
fine privacy formulæ � by the following grammar:

� 

� � � � � � � � � � � �

where � denotes constants. Privacy inequations are state-
ments of the form

�� � ��

Definition 11 (abstract stores) An abstract store � � is a
couple of an abstract signature and an abstract set of rules
�������, such that:

� �� � �
����� is a one sorted set of constants.

� �� is a set of privacy inequations build with symbols
belonging to ��.

Let � � ����� be a store, we define the abstract store,
�� � ������� of � by:

� For all elements � � �, there is a symbol �� in ��.

� For all rules 
 � � � � in �, there are inequations
 ���� �  ��
��  ���� �  ��
� in ��

� , where  � is the
function inductively defined by:

 ���� � �� ��� � �
 �
�
����� � � � � ���

�
�  ���� �  ������ � � �� �����

We call � the original store of ��.

In the following we write �� instead of  ���� for short.

The abstract store is intended to collect constraints to be
verified in order to have a safe program. These constraints
are generated by an abstract operational semantics. The ab-
stract operational semantics is defined by a transition sys-
tem. Roughly, the states of this transition system are triples
���� 	�� '� consisting of an abstract store � �, an abstract
process term 	� and a privacy level ' of �. Transitions (ab-
stract executions) generate constraints and record them into
the abstract store. These constraints depend on ' as well as
on the privacy level of terms manipulated by the program.

We start by the abstract execution of sequences of el-
ementary actions. Abstract elementary actions modify an
abstract store �� relatively to a privacy level ' of �. The
abstract execution is defined as follows:

���� � 
� �� �� '�
�
�� ���
 ��� � ��� 
 �' ����� �� '�

(��� ��)

���� �����
 � � � ��� �� '�
�
��

�
�� 
 ��� � 
��


��� � 
�� 
 �' � 
��� �� '
�

(��� ����)

���� ����
 � � � ��� �� '�
�
�� ��� 
 �' � 
��� �� '�

(������)

���� 	
��� �� '�
�
�� ���� �� '� (��� �����)

6



The abstract transition relation on process terms has the

following form ������
�
�� ��������, where� terms

are defined by the following grammar:

� 

� �	� '� � � �� � ����� �� ���

The introduction of abstract operators (��, ��, ��) is
needed because we consider for the abstract transition, cou-
ples formed by a process (	) and a privacy level (') indicat-
ing the highest level of a guard used up to this point. The
most important abstract operator is ��, the others are de-
fined for notational coherence but don’t influence the anal-
ysis. �� is necessary because it is possible that in processes
like 	 � (, the process 	 uses guards of a high level while
process ( only works on low privacy levels. If we don’t du-
plicate ', then such processes would be analyzed as unsafe
since constraints generated by 	 can be too strong relatively
to (. In some sense, the role of �� is similar to the role of
the subtyping rule in type based analyses (see for instance
[3]). Indeed in a type based analysis it is possible to build
different constraints (that is to associate different types) for
both parts of a parallel process and then to use the subtyping
rule in order to have the same type in both branches in the
type derivation tree.

We define a function ) from � terms to process terms,
it gives the original term of an � term.

)��	� '�� � 	

)�� �� ��� � )��� � )����

)������� � )��� � )����

)�� ����� � )��� � )����

We define��, a structural congruence on�-terms, by:

	� �� 	�
�	�� '� �� �	�� '�

(�
���)

�� �
� �� �

� �� �
� �� (�
��� )

�� �
��� �

� �� �
��� (�
��� )

This congruence is used to manage abstract operators, and is
going to be used to define the abstract operational semantics
of process terms.

The abstract operational semantics of process terms is
defined on couples of the form ������. When � is of
the form �	� � 	�� '�, we need to “translate” the � operator
into a �� one. Indeed, it is by the use of �� that we can
collect constraints generated by the execution of 	� and 	�.
Conversely when both processes of the parallel terminate
with success we need to join the results of both parts. To
this aim we define a transformation relation  ��, which in-
troduces and eliminates ��. The introduction occurs when
the process term of a�-term is a parallel, and the elimina-
tion occurs when both processes are 	�

�		.

�	� � 	�� '�  �� �	�� '� �
� �	�� '� (� �� �!)

�	� � 	�� '�  �� �	�� '��
� �	�� '� � (��� �!)

�	�� 	�� '�  �� �	�� '� �
� �	�� '� (� ���!)

�	�

�		� '�� �
� �	�

�		� '��  �� �	�

�		� '� � '��

(� �� �*)

�	�

�		� '�� �
� �	�� '��  �� �	�� '� � '�� (� ���*)

It is clear that  �� is confluent and strongly normalizing.

We write �
�


the  �� normal form of �. The idea
is to transform all � into �� to be able to compute con-
straints generated by both processes of the � separately (rule
(� �� �!)) and conversely to merge results when both pro-
cesses running in parallel have terminated successfully (rule
(� �� �*)).

The abstract operational semantics is defined by the fol-
lowing inference rules:

��

�

�� ��

��

�

�� �� �������

�
�� ��������

�������
�
�� ��������

(���� )

������ � � � � ���� ��

���
 � 	
� � ��

���� ����

���
 � 	
�������	� '��

�
�� ��������

���� ������ � � � � ���� '��
�
�� ��������

(�����)

���� ���� � � � � ��� 	
��� '� ����
�
��� ����� �	
��� '� ����

���� ��� � ��� � � � � ��	� '��
�
�� ����� �	�

�		� ' � ����

(�������)

���� �	�� '��
�
�� ����� �	��� '

���

���� �	�� � � � � 	�� '���
�
�� ����� �	��� � � � � 	�� '

���
(���)

�������
�
�� �������

��

������ �� ���
�
�� �������

� �
� ���

(���� )

���� �	�� '��
�
�� �������

���� �	� � 	�� '��
�
�� �������

(���)

Inspection of the different inference rules allows to prove
(in the following two lemmas) that to each concrete transi-
tion step corresponds an abstract reduction step.

Lemma 3 We have that ��� � � �� �� �� �� �� implies that
for all ' and constraint sets � there exists � � ! � such
that

��� 
 �� �� � �� '��
�
�� �� �� 
 � �� ��� '��

Proof: We analyze our four elementary actions separately.
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��: According to (�� �����), � � � � . We choose � � � �
and lemma 3 holds due to (��� �����).

�����
 � � � ��: Inspection of (��� ����) and (�� ����) shows
that lemma 3 holds for � � � � 
 �' � 
��, since
the further inequations added to � � are exactly those
corresponding to the rule added to � .

����
 � � � ��: We distinguish two situations:

On the one hand, if 
 � � � � �� � , then we have by
(�����) that � � � � , and inspection of (��� ���) shows
lemma 3 holds for � � � � 
 �' � 
��.

On the other hand, if 
 � � � � � � , then we have that
� �� � �� 
 ��� � 
�� �� � 
��. Hence lemma 3
holds by choosing

� � � � 
 ��� � 
�� �� � 
�� 
 �' � 
��

� 
� �: By a similar reasoning as for ���� and ���4, inspec-
tion of (��� ��) and (�� ��) shows that lemma 3 holds
for � � � � 
 + 
 �' � ���, where + is defined as
the following set of privacy inequations

+ �
�
� � 
� � � 
 such that ��
 � � � �� � � 	 � �

�
�

Lemma 4 Let 
 � ������, and 	 a process term of 
.
If ��� 	� �� �� �� 	�� then for all � such that )��� �
	 and for all constraint sets � we have ��, � � such that

��� 
 ���
�

�

�
�� �� �� 
 � �����, )���� �� 	� and

� " � �.

Proof: We prove lemma 4 by induction of the height
of the inference tree used to infer the concrete transition
��� 	� �� �� �� 	��. That is to say, we prove for all infer-
ence rules for �� that, if lemma 4 holds for the premises,
than it also holds for the conclusion of the inference rule.

Base Case. The only inference rule for �� without any
occurrence of �� in the premise is rule (�������). Notice

first that )��� � �� � ��� � � � � ��	 implies that� ��
�


and � is of the form ��� � ��� � � � � ��	� '�, where ' is
a privacy level. Applying lemma 3 � times, we have that
��� ��� � � � � �� � 	
��� �� �� �� 	
��� implies that for all ' and
constraint sets � there exists � � ! � such that

��� 
 �� ���� � � � � �� � 	
��� '��
�
�� �� �� 
 � �� �	
��� '��

Defining �� � �	�

�		� '�, we have by rule (�������)
that lemma 4 holds.

Induction Step. We consider the remaining inference rules
one by one, under the hypothesis that lemma 4 holds for the
transitions occurring in the premise.

4Notice that assignment is a combination of ��� and ����.

(���): Suppose that the premises of rule (���) hold, i.e.,
that 	� �� 	�, 	� �� 	� and ��� 	�� �� �� �� 	��. Us-
ing the hypothesis of the induction, we have thus that
for all �� and � such that )���� � 	� there exist

�� and � � such that ������

�

�

�
�� �� ������,

)���� �� 	� and � " � �. Since 	� �� 	�, we
can, for any �� such that )���� � 	�, choose ��

such that ��

�

�� ��

�

and )���� � 	�. Apply-

ing the hypothesis of the induction, we have for all �

that there exist�� and � � such that ������

�

�

�
��

�� ������, )���� � 	� and � " � �. Defining

�� ���

�

, we have obviously )���� �� 	�. Thus

by application of rule (���� ), lemma 4 holds.

(��): The premise of (��) is ��� 	�� �� �� �� 	���. Hence,
according to the hypothesis of the induction, for all
� and �� such that )���� � 	�, we have that

there exist ��
� and � � such that ������

�

�

�
��

�� �����
��, )���

�� � 	�� and � " � �. Hence we
have by rules (����) and (����) an abstract tran-

sition ������ �
� ���

�
�� �� �����

� �
� ���

for all ��, and in particular, for all �� such that
)��� �

� ��� � 	� � 	�, which proves lemma 4.

(����), (��), or (��): Since these cases are proven in a
similar way as the case for rule (��), we omit them
here. �

4.2. Program Analysis

The idea of our program analysis is to perform all possi-
ble abstract executions of a program and to collect all com-
puted privacy inequations. We claim that if there exists
a substitution of privacy formulæ variables to � elements,
then the program analyzed is safe relatively to a privacy map
generated by this substitution, that is a privacy map assign-
ing the same privacy to � than the substitution associates to
�� (see definition 11).

The point is that abstract executions of programs are not
infinite. More precisely, up to a certain point no more pri-
vacy inequations are created. It comes from the fact that
elementary actions do not modify values of the store (see
rules (��� ��), (��� ����), (������) ) but increase the number
of privacy inequatilities. Nevertheless, abstract executions
are purely symbolic. Since the number of symbols appear-
ing in a program is finite so is the number of inequalities that
can be generated by this program. Therefore it is possible
to consider the whole execution tree of a program (infinite
branches being cut where no more information left can be
collected). The union of all abstract set of inequalities of
the leafs of this program abstract execution is the result of
the analysis.
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Definition 12 (analysis reduction) We define the analysis
reduction � as the following relation between triples of
the form ��������, where � (denoting the �istory of
executed process calls) is a set of couples of the form
��� � ������ � � � �  

�����	�. It is defined as follows:

� If ������
�
�� �������� using a reduction rule

different from (�����), then

��������� ���������

� If � � ������ � � � � ���� '�, where the process � is de-
fined by

�
����� � � � � ��� � ��


���
 � 	

�
� �� and

���� ����

���
 � 	
�������	� '��

�
�� ��������, then

���������

	

�


�

���� �	�

�		� '����
if ��� ���� � � � � � �

�
� 	� � �

��������� 
 ��� ���� � � � � � �
�
� 	��

otherwise

The abstract operational semantics is purely symbolic.
It only uses abstract terms (��) instead of terms. Ab-
stract terms are privacy formulæ (see definitions 10 and 11).
Therefore the number of non equivalent abstract process
calls is finite. Indeed � is idempotent and associative, thus,
for instance,  ������������ �  ����������. Thus there
are no infinite� reduction sequences.

Theorem 1 Relation� is strongly normalizing.

Proof: The first thing to notice is that if there is an infinite
�
�� reduction sequence then there is an infinite number of
reduction steps using rule (�����). If it were not the case
then there would be an infinite reduction sequences where
rule (�����) is not used, but it is not possible since for each
�
�� rule different from (�����) the size of � terms de-
creases.

Now suppose that there is an infinite number of reduc-
tion steps using rule (�����). Since the size of the store is
finite, so is the number of terms like  ����. Indeed, the def-
inition of  � (see def 11) uses the idempotent operator �.
Finally the number of process definition is also finite, there-
fore the number of couples of the form ��� ���� � � � � � �

�
� 	� is

finite too (note that the arity of a process is fixed). Thus
there exists a natural " such that after a reduction sequence
of size " a couple of the form ��� ���� � � � � � �

�
� 	� has already

been integrated in �, and by definition of � it yields the

process 	�

�		, hence no longer
�
�� reduction step can be

executed. Thus there can be no infinite number of reduction
steps using rule (�����). �

We now define the notion of program skeletons. Informally,
it is the collection of all possible abstract stores that can be
computed using� from a program and an initial store. We
get the following definition:

Definition 13 (program skeleton) Let � be a program of
a system 
 � ������. We call skeleton of program �, and
write �

�
� , the set ���

� ���� for an index set ! such that for all
���

� � 	�

�		� '�� reachable from ���� ���� using relation
�, then � is in ! .

Since � is strongly normalizing and since the number of
rules that are applicable is always finite, we conclude that
the skeleton of any program � is finite and can be computed.
�
�
� is the result of the secrecy analysis of �. We now address

the question of how this analysis can be used. The idea is
that if we consider a program �, a privacy map  , and if ev-
ery constraint of ��� is compatible with  then the process is
safe, otherwise there could be (but it is not sure) information
flow from high privacy levels to lower ones. In order to pre-
cisely define this idea we start by the definition of constraint
set satisfaction.

Definition 14 (constraint set satisfaction) We say that a
constraint set �� is satisfied by a substitution � from ��

to �, iff for every rule 
 � � of ��, then ��
� � ���� is
correct, where ��
� is the natural extension of � to terms
of the form �� � � � � � ��.

Now we define a notion of compatibility between an ab-
stract store and a privacy map. Informally, compatibility
expresses that if the privacy map assigns � to a symbol � of
the store, then the substitution � that assigns � to �� satis-
fies the abstract store. In other words, the inequations of the
abstract store are verified for some privacy map defined on
its original store.

Definition 15 (store compatibility) An abstract store � �

is told compatible with a privacy map  iff �� satisfies ��.
Where �� is defined by:

�� � � ����� � �  ���

If the skeleton of a program is compatible with a privacy
map, then we claim that this program is safe w.r.t. this pri-
vacy map.

5 Example

We give a direct translation of an example given in [3]. It
is a minimal example showing how control flow can lead to
information flow. It shows the limitations of the analysis of
[17] in a concurrency context, and it is a simplified version
of the example given by Smith and Volpano in [16].

� �



�� � TT �


�# 
� FF �
�� 
� TT

�
� 	�

�		

, �



�� � TT �


�# 
� TT �
�� 
� TT

�
� 	�

�		

- � ��!" � TT � �� 
� TT	� 	�

�		
� ��!" � FF � �� 
� TT	� 	�

�		
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�!"� 
�#� �� and �� are constants of sort bool defined
by the two construcors TT and FF. �� and �� are initiated
to FF. Execution of process � � , � - copies secret value
�!" into the public area, namely the variable 
�# .

Now how does our analysis detect this information flow ?
Suppose that we have a privacy map  such that  ��!"� �
� and  �
�# � � � (with � �� �). The abstract execution
of � � , � - produces a collection of constraints seperatly
generated by �� ,� - (consider rules (���� ) and (����)).
Consider process -, from rule (�������) and rule (��� ��)
(condition ' � �� in definition of (��� ��)) we have the
constraints that � �  ���� and � �  ����. On the other
hand if you consider process �, the same combination of
rules (which imply that the assignment of a variable follow-
ing a guard should be done only on variable of a higher or
equal privacy level than the privacy level of the guard) leads
to the constraint  ���� � �. The non trivial constraints
generated by all the abstract executions are:

 �
�# � �  ����  ���� �  ���� ���
 �
�# � �  ����  ���� �  ���� �,�
 ���� �  ��!"�  ���� �  ��!"� �-�

It is clear that it is not possible to find a privacy map
satisfying constraints generated by - and �. Indeed we have
� � �� � �.

6. Adequacy

We now prove the main result of the paper: a program is
safe relatively to a privacy map if its skeleton is compatible
with this privacy map. The converse is not true. There are
safe programs analyzed as “unsafe” by our analysis. Just
consider the following process term

�����
��!" � ��� 
�# 
� 
� 	
��	 � 	�

�		

�
��!" �� ��� 
�# 
� 
� 	
��	 � 	�

�		

is analyzed as unsafe relatively to a safety map that assigns
� to �!" and� to 
�# , whereas in fact, in this program,
the final value of 
�# does not depend on the actual value
of �!" : there is no information flow from high levels to-
ward low levels.

We start by stating a lemma relating the level of actions
executed by a process to the level of guards. If the skele-
ton of a program is compatible with a privacy map then it
implies that actions following a guard of privacy level � op-
erate on data of a privacy level higher than �.

Lemma 5 Let 
 � ��	���� be a system, � � 		 a pro-
gram on 
,  a privacy map for � , ���� the skeleton of pro-

gram 		 and �
�
��

be compatible with  . Consider a transi-
tion sequence starting from ��	� 		�:

��	� 		�
���� ���� 	��

���� � � �
���� ���� 	��

where �� � ��� � ��� � � � � ���� 	, we have that  ���� �
 ���� for all � � 
.

Proof: We reason by contradiction. Using lemma 4, con-
sider an abstract transition sequence corresponding to the
concrete transition sequence above

���
	 
 �	���

�
�� ���

� 
 ������
�
�� � � �
�
�� ���

� 
 ������

where )���� �� 	� for � � �
� � � � � �� and �	 is an ar-
bitrary set of privacy inequations. Suppose that there is an
�	 � ��� � � � � �� such that  ����� �  ����.

By inspection of rule (�������) and because the skele-
ton �

�
��

is compatible with  , we have that  ���� � ' for
all ' occurring in �� for � � ��� � � � � ��. Let ��� be
���� � ���� � � � � � �

��
���

	. Thus we have an abstract transition

���� ���� � � � � � �
��
���

� 	
��� '���
�
��� ����� 	
��� '���.

We conclude from  ����� �  ��� that there exists % �
��� � � � � ���� such that  ����
 � �  ���. We consider the dif-

ferent possibilities for the elementary action ���
 one by one.

�����
 � � � ��: According to rule (��� ����), �
�
��

implies
'�� �  �
�, which is in contradiction to the hypothe-
sis, since  

�
�����
 � � � ��

�
�  �
�.

����
 � � � ��: According to rule (��� ���), �
�
��

implies
'�� �  �
�, which is in contradiction to the hypothe-
sis, since  

�
����
 � � � ��

�
�  �
�.

�� 
� ��: According to rule (��� ��), �
�
��

implies '�� �
 ���, which is in contradiction to the hypothesis, since
 �� 
� �� �  ���.

	
��: This is impossible, since by definition  �	
��� � �.
�

We are now in position to prove that if a privacy map  
satisfies a program skeleton of a program � on a store � ,
then � is safe with respect to  . Intuitively it comes from the
following fact: a process is safe if it is bisimilar to itself for
every privacy level, thus by contradiction if a process is not
safe, it means that there is a privacy level �, such that for
two � -equivalent stores �	� �� such that �	

���
� � ���

� ��,
there exists a derivation path from ��	� �� that produces a
store �
 such that there is no derivation path from ���� ��
that produces a �
 � -equivalent store. We have to show
that this is not possible if  is compatible with �

�
� . Ba-

sically it is the case because of the following two cases:
either all guards are lower than � thus abstract execution
ensures that the level of the elementary actions performed
is less than � and in this case they should give the same re-
sult (lemma 1), or a guard is higher than � but in this case
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elementary actions modify the store in a region higher than
� thus the transformation should not be visible with respect
to � -equivalence. In both cases we find a contradiction.

Theorem 2 (main theorem) Let 
 � ������ be a system,
� a program on 
,  a privacy map for � , ��� the skeleton
of program �, then if ��� is compatible with  then � is safe
relatively to  .

Proof: We reason by contradiction. Suppose that � is not
safe relatively to  . Definition 9 implies that it exists a pri-
vacy level �, two stores �	� �� such that �	

���
� �� ��

�
� �

and ��	� �� ��
�
� ���� ��.

Now from lemma 2 we have that there exist an integer "
and two derivations (with 		 � �):

�� 	
	 � 		� �� �� 	

� � 	�� �� � � � �� �� 	

 � 	
 �

�� �
	 � 		� �� �� �

� � 	�� �� � � � �� �� �

 � 	
 �

such that for all % & " , � 	


���
� � �


 and we have two cases:

1. Either � 	

 ����

� � �

 ,

2. or there exists �
� 	
 such that for % � �
� ��:

� �� 


 � 	
 �

�
�� �� 



��� 	
��� ��
� ��
� 	
�

and �� ��


 � 	
 � �

�
��,

� � ��


 ����

� �
.

The first case corresponds to the analysis of [16]. A con-
tradiction can be derived using lemma 4, and the fact that
the program skeleton is satisfied. Indeed if � 	


 ����
� � �


 ,
then it is because the last transition is done on a process
term of the form �� � ��� � � � � ��	. We have

�� 


�	� ��� � � � � ��� 	
��� �� �� 



��� ��� � � � � ��� 	
���

�� �� 


��� ��� � � � � ��� 	
���

...
�� �� 



��� 	
���

where � 


�	 � � 



 for % � �
� ��.
Thus there must exist an elementary action �� (for

� � ��� � � � ���) that transforms two different � -equivalent
stores into two non � -equivalent stores. On the other hand,
thanks to lemmas 3 and 4 we can mimic these reductions on
the abstract level.

�������: The abstract action �������� has been executed dur-
ing the analysis (because of lemma 4), i.e., the compu-
tation of the constraints ��� . We distinguish the follow-
ing two cases:

�� � �: The rule � added to the store is the same for
both, � 	


���� and � �

����. Thus, we have that

� 	

��

���
� � �

� , in contradiction to the assumption.

� � ��: In this case, the rules of a lower or equal pri-
vacy level than � are not modified, and thus we
cannot have � 	


�� �
���
� � �


��.

������: We distinguish two cases:

�� � �: In this case, the rule � is present in � 	

���� if

and only if � is present in � �

����. Thus the re-

moval of � has the same effect, and we have that
� �

��

���
� � �


��, in contradiction to the assump-
tion.

� � ��: Since the rules of the store which have a
lower or equal privacy level than � are not mod-
ified by the execution of this action, we have
� 	

��

���
� � �


��, in contradiction to the assump-
tion.

� 
� $: We distinguish the following two cases:

�� � �: Since � 	

����

���
� � �


����, we have also
that ���	�� 	

���� $� � ���	�� �

����� $� (using

lemma 1). Consequently � 	

��

���
� � �


��, in con-
tradiction to the assumptions.

� � ��: In this case, the assignment does modify only
rules of a higher privacy level than �, and thus we
cannot have � 	


�� �
���
� � �

� .

The second case corresponds to the extension of [16]
done in [3]. In this case the contradiction comes from the
following fact : if �
 ����

� � ��


 , then it means that an in-

formation of a privacy level lower or equal to � has been
modified, but on store � � % an action � cannot have been
performed (�� ��



 � 	
 � �
�
��) while it is possible on store

%. By lemma 1, we know that this implies that this action
is guarded by a guard of privacy level strictly superior than
� (if it were not the case then the evaluation of the guard
would give the same result for both stores). But by lemma
5 we know that actions following a guard must be defined
at a level higher than the guard, hence the contradiction: an
action must have been performed on a level lower or equal
than � and since the skeleton of the program is satisfied, we
have that actions must be done on a strictly higher level than
�. �

7. Conclusion

In this paper we have addressed the question of secrecy.
More precisely we have defined an analysis which ensures
that no information may flow from a secret area towards a
public one. This idea of “No information flow from high to
low”, as shown in [8], may be used for many security issues.

Our work tackles the same problem as [3, 16]. How-
ever, the techniques we propose, namely abstract compu-
tations and constraint solving, completely depart from the
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type systems used in [3, 16]. They also considered lan-
guages with severe limitations: for instance, there is no
way to have recursive processes, nor to dynamically launch
new processes. We have overcome these limitations in our
proposition.

Notice that our algorithm can be adapted to cope with
new actions. It suffices to add the appropriate definitions of
�
��. In addition, from the class of programs we consider, it
is easy to see that we can tune our algorithm to handle pro-
grams written in several other programming languages, e.g.,
Constraint Logic Programming, Concurrent Constraint Pro-
gramming, Rewriting-based languages, LOTOS, SDL etc.
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